PROTEGA Seguranca da Informacao

SECURTY CONSULTING e Network

Instalando e atualizando um Client Remoto
(Servidores na DMZ, Notebooks e Maquinas fora da rede).

1. Instalagdo do cliente, utilizando a ferramenta ClientPackager.
e No diretorio
...\Arquivos de programas\Trend Micro\Officescan\PCCSRV\Admin\Utility\ClientPackager
Obs. Essa ferramenta deve ser executada localmente no servidor ou com a
utilizagéo de alguma ferramenta de acesso remoto.
e Duplo clique no arquivo CInPack.exe.

Fe Client Packager

IJze the Client Packager to create setup or update packages for the O fficeScarn client,

Package type: I S| j

Operating system:

— O ptioks
[T Silentmode I | Force asensrnte with [atest version
r Update figent [T Dizatle prescary [onll far fresh imstall]
= Client witilities
[T Gubleek Mal Sean [T Check Pomt Securetlient Suppork
— Compohents
% Ariiviis ¥ At Soware/Grymare
¥ Eirewal ¥ Wiz Eleanup
¥ Ceommon COMpPOn ents
Source file: |..."w.-'1'-.rqui'-.ﬂ:-s de programash Trend MicrohOfficeS canhPCCSRvhofozcanin

Output file: | |

| Create I Cloze I

e Selecionar Package Type MSI ou SETUP (EXE).

e Na penultima linha (Souce File) determine o local do arquivo “ofcscan.ini”’, que a
ferramenta usard para criar o cliente com as devidas configuragdes. Na ultima linha
(Output File) determina o local e 0 nome que sera gravado o arquivo final.
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Observagoes e Recomendagées:

1. Pode-se utilizar uma “pasta compartilhada” na rede, na qual as
maquinas possam acessa-la e executar o Pacote de Instalacdo
necessario.

2. Antes de instalar o cliente verifique se possui as devidas permissoes
de administrador da maquina.

3. Ao termino da instalagao o client estara azul conforme esse icone 3

2. Atualizando o client remoto via privilégios.

2.1. Abra uma conexdo momentanea no seu firewall para as portas do officescan (porta
WebServer, exemplo:8080 e porta Client/Server, exemplo:12345), assim, vocé pode
configurar na console do OfficeScan Server: -> Network Computers -> Client
Management -> (Selecione o client) -> Settings -> Privileges other Settings ->
Other Settings -> Clients download updates from the Trend Micro ActiveUpdate
Server e Enable Scheduled Update

TREND MICRO™OfficeScan™

Privileges and Other Settings

i!_'.‘
Privileges.' .| Other Settings
Summary Update Settings
-~ Networked Computers —_—
" Clients download updates from the Trend Micro ActiveUpdate Server
Client Management

Glabal Dot Batir ~<a] | Enable scheduled update

Web Reputation D Clients can UpdSTe COTTTEET L = sreTitETT program or deploy hot fixes
Computer Location 'il:eh Repu‘il:ai:.iorl Sle‘ll.'tlilrlgs

Policies - B

Firewall Display a notification when suspicious web site is not blocked

Palicies

Profiles Client Security Settings

Client Installation

L @ High: Restrict users from accessing OfficeScan client files and registries

Remote () Normal: Allow users to access OfficeScan client files and registries

Connection Verification

. lﬁ-li.enl.:. Consc.rl.e. m.:ces\s Restrl ctlon
Outbreak Prevention

b Updates i [l Do not allow users to access the client console from the system tray or Windows Start menu -.}J

b logs

» Cisco NAC

» Not.ific:ati.ons

¥ Administration

} Tools

[ Apply to All Clients ] [ Apply to Future Domains Only ] [ Cancal

Plug-in Manager

Depois de realizar as configuragées, ‘“feche” novamente as portas abertas no firewall
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3. Atualizando o client remoto via registro.

Atencéao! As configuracdes a seguir sao feitas no registro do windows, recomendamos que seja
feito um back-up do registro antes de iniciarmos as configuragoes.

e INICIAR -> Executar , digite regedit.

e No Regedit, selecione, HKEY LOCAL MACHINE -> SOFTWARE -> Trend Micro ->
PcCillinNTCorp -> Current Version -> Misc.

e Na pasta Misc., do lado direito da tela, clique com o botdo direito e crie uma nova
CHAVE “Valor da sequéncia” com o valor UpdateFrom, conforme o Sistema
Operacional.

Officescan 7.3

Clique em UpdateFrom com o botdo direito -> Modificar e insira o seguinte link:
http://officescan-p.activeupdate.trendmicro.com/activeupdate

Officescan 8.0

Clique em UpdateFrom com o botao direito -> Modificar e insira o seguinte link:
http://osce8-p.activeupdate.trendmicro.com/activeupdate

e Clique com o botao direito em AllowUpdateFromOtherAU, opcdo modificar e insira o
valor 1.

e Clique com o botao direito em AllowUpdateFromTMAU, opcado modificar e insira o
valor 1.

e Clique com o botao direito AllowUpdateNow, op¢cdo modificar e insira o valor 1
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23 Mozila
{3 mozilla.org
{23 MozillaPlugins

REG_SZ

REG_DWORD = 00000000 (0)
{0 Network Associates REG_DWORD (00000000 (0}
-1 oDEC AMlowDelayScheduleScan REG_DWORD 00000000 (0)
g E:}icc':;u AllowMabie REG_DWORD 00000001 (1)

-7 Program Groups
{21 RedemptionT
{23 RegisteredApplications

32 Schumberger (8] Alow UipdateNow REG_DWORD 0000001 (]
{27 Securs (] RS Ermmem Bl x50 (1134505200)
{23 TrendMicro REG_DWORD 00000000 (D)
423 MCPAgent CookieScanner REG_DWORD 00000001 (1)
{23 NSC DefaultExt REG_SZ " ACCDB.ACE AMG ARJ BAT.BIN,BOO.BOX BZ2 CAB.CDR.COTC
(£ OfcWatchDog DirectChack REG_DWORD =00000000 (D)
&0 PCiinNTCorp [R¥) DiskReserved REG_DWORD 0000003 (60)
E1{Z3 CurentVersion DisplayPFW Tab REG_DWORD x00000001 (1)
{21 AnS REG_DWORD 00000000 {0)
g Eemﬂ Ssﬂ'ngs . %% DoSynchronize REG_DWORD 00000000 (0}
coion raeTEness. Seiting dias REG_DWORD x00000000 (0
E-{ Manual Soan Configuration Duplicate UncoversdDiff REG_DWORD MDDDDDI}B:D;
g ’:I';; Erzbledsssssmert REG_DWORD 00000000 (0)
5] Prescheduled Scan Configuration EnableEvertlog REG_DWORD = 00000000 {0)
B3 Real Time Sean Corfiguration EnableScheduleScanWaming REG_DWORD 00000000 (D)
B1Z Scan Now Configuration Enable\ﬁrEmaiIWaming REG_DWORD 00000000 (0)
(2 Schedhe Clean ErzbleViusLog Throttle REG_DWORD 00000007 (1)
{53 Schedule Updste EngineMin REG_SZ 8.550.1001
{23 Spywars Clean EngineZipVer REG_SZ 8.600.1001
{2 TSC Status Exc\udeExchangeStore REG_DWORD Dx00000001 (1)
-{Z7] URL Fittering Ebj&c\udeEmhangeStoreFiles REG_SZ
B-C3 TMAS Exc\udeE:o:hangeStoreFo\ders REG_SZ
M5 TrendProtect 881 i Firet O RFG NWORD TeelMONNNON (T

mz| Hlow Update FromCtherdl
[R5 Allow Update From TMAL

REG_DWORD
REG_DWORD

{valor ndo definida)

o Utilize a ferramenta SucTool para programar as atualizagées automaticas do client,
assim o Update nao precisara ser manual.

Segue compactada a ferramenta.

Suctool.zip
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